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SEC Panel Sub-Committee Report 

1. Purpose and highlights 

This paper provides the Panel with an update on recent activities from the Panel Sub-Committees, 

including key issues discussed, and details specific points the Sub-Committees would like to bring to 

the Panel’s attention. The Panel is requested to note the updates and endorse the concerns raised by 

the Sub-Committees. 

• A key feature of Sub-Committee agendas in November was the approval of the Live Services 

Criteria for the Communications Hubs and Networks (CH&N) Programme and the transition to 

4G Communication Hubs (CHs). This featured at Communications Transition Group (CTG) 

and TABASC. The DCC returned to TABASC with a deep dive into the proposed Data 

Service Provider (DSP) migration and Service User impacts during the programme. The DCC 

also provided an update on Future Service Management (FSM) Designs & SEC Changes and 

next steps.    

• FSM was also discussed at the Testing Advisory Group (TAG), where the DCC presented an 

overview of its conclusions and responses to the consultation for the FSM SEC Variation 

Testing Approach Document (SVTAD). The TAG reviewed the conclusions and noted the 

update without comment. The DCC provided supporting FSM Test documentation (the FSM 

Test Approach Document (TAD), the FSM Test Coverage Document (TCD) and Coverage 

Traceability Document (CTD) for review, all of which were conditionally approved – for the 

TAD on the basis that there are no changes stemming from the SVTAD, and for the TCD and 

CTD where comments from the meeting were incorporated into final versions. 

• At OPSG, the DCC presented an update on the Communications Service Provider North 

(CSPN) service improvement plan, as well as an update on the Wide Area Network (WAN) 

audit timeline. The OPSG asked the DCC to consider how it would ensure that the audit 

would include assurance on coverage to the meter point, which could be inside the premises. 
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The DCC highlighted to OPSG members of a drop in available 2/3G Dual Band Mesh CH 

Supply, seeking input and views on the best way to manage this, and the information they 

could provide to the DCC to assist their efforts.   

• The Trust Centre Swap-Out (TCSO) Issues Resolution Group (TIRG), a working group 

convened under OPSG, met for the second time in November, to consider issues relating to 

TCSO, and instances where an existing CH would be replaced by a 4G CH without the need 

to also swap out any linked meters. The group considered 12 issues, as well as agreeing its 

new Issues submission process.  

 

2.  Communications Transition Group (CTG) 

The CTG has met once since the previous SEC Sub-Committee Report, on 11 November 2024. 

  

DCC Update: 4G CH&N Programme 

  

Programme Update  

The DCC presented an overview of the overall plan for CH&N Transition to 4G Communication Hubs 

and provided updates on its programme risks and issues, noting an overall RAG status of Green. The 

DCC highlighted two additional dates for the Comms Hubs Asset Providers Final Business Case to be 

submitted in line with the Joint Industry Plan (JIP) Milestone of June 2025. The DCC also clarified that 

work on coverage assurance was expected to conclude in April 2025. 

LSC Update 

The DCC noted that, on 8 November 2024, the SEC Panel agreed to recommend the approval of the 

Live Services Criteria 1, notwithstanding ongoing work with coverage assurance. 

4G WAN Coverage Assurance  

The DCC provided an update on ongoing work on 4G WAN Coverage Assurance and noted that the 

DCC are proposing to conduct a Cellular Assurance Project to provide options that will allow an 

increase in anticipated 4G WAN Coverage. The CTG requested that the DCC return to CTG to clarify 

funding arrangements for the project, noting the preference for the DCC to incur any costs and not 

pass these on to Users. 

ICHIS Approach for IPV  

The DCC provided an update on the Intimate Communications Hubs Interface Specification (ICHIS) 

approach for Initial Pallet Validation (IPV) and confirmed that the predicted number of impacted 

meters is very low and therefore the risk level does not warrant implementing any mitigating 

measures for IPV. The DCC noted the new JIP Milestone for concluding work on RF Noise 

engagement is 7 February 2025. 

IPV Working Group Update 

The DCC noted that they are expecting around 100 IPV CHs to be installed within the first week of 

IPV. The DCC also confirmed that incidents raised during IPV will be managed as part of the DCC’s 

existing incident processes. 
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4G Comms Hub OBC and Charging Review Update 

The DCC presented an update on the DCC’s 4G charging methodology review ahead of the mass 

rollout of 4G CHs. The DCC noted that they have been working closely with the SEC modification 

Working Group, Change Sub-Committee, and Energy Suppliers on the proposed Charging Review 

Modification (MP275) and that Ofgem has granted MP275 urgent status. With current timeframes they 

will issue their decision ahead of 14 February 2025. The DCC separately noted that they continue to 

engage with DESNZ on question relating to the impact of charges for customers for the draft Outline 

Business Case.   

 

DCC Update: SMETS1 EoL 

The DCC presented an update on SMETS1 End of Life (EoL). They highlighted the DCC’s continued 

engagement with DESNZ and the options being explored to compress the timelines of the Outline 

Business Case submission. The CTG expressed dissatisfaction with the DCC’s progress in returning 

to the CTG and addressing outstanding actions related to SMETS1 EoL, including the ask to provide 

an indicative timeline for Outline Business Case submission as well as existing asks related to the 

MNOs SMETS1 asset mapping and VMO2 in-bound roaming services. 

 

DCC Update: VMO2 3G Sunsetting Trials Update  

The DCC presented an update on the VMO2’s 3G Sunsetting Trial Activity, which concluded in 

September 2024, and the VMO2’s 3G shutdown plan and Traffic Management Gateway delivery. The 

DCC noted that it would return to CTG in February 2025 with further updates.  

 

Sub-Committee Chair Updates  

The CTG Chair shared that the SSC had recommended approval of the LSC1 for 4G CH IPV subject 

to ongoing monitoring of security remediations. The OPSG and TABASC Chairs also noted that their 

respective committees had recommended approval of LSC1 and were focusing on the requirements 

for LSC2. The TAG Chair advised that UIT-A early access will likely commence on 13 November 

2024, and that Test Participants will be able to raise any issues earlier during UIT-A, rather than at the 

end of the process. 

 

CTG OTP Update  

The CTG Chair presented an updated draft Overall Transition Plan (OTP) v1.9 for baselining, 

following engagement with the DCC and Smart Energy Great Britain (SEGB). The CTG approved the 

baselining of the OTP as v1.9 and further agreed for the CTG Chair to include a reference in the 

baselined OTP to the "VMO2 withdrawal of in-bound 2G/3G roaming services" date, based on a 

member’s suggestion non-objection by the CTG. The CTG agreed to baseline the unchanged Plan-

On-A-Page as v1.9 to align with the OTP. 
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CTG Risks and Issues Register Monthly Update  

Engage presented the CTG Risks and Issues Register for review. The CTG reviewed the Risks and 

Issues Register and approved the document for baselining as v19.0. 

 

CTG Factsheets  

The CTG noted the changes made to the Amber and Green Factsheets to include reference to how 

4G CHs will be identified and to reflect the SEC Panel’s approval of the new Temporary CH Ordering 

& Delivery Rules. The CTG agreed to the baselining of the Amber Factsheets as v4.4 and Green 

Factsheets as v2.4. SECAS has further updated the Factsheets to clarify which seals are being 

referred to when a seal on an electricity smart meter will be broken and will present these for 

agreement at CTG’s December meeting.  

 

2025 Meeting Dates 

CTG meetings will occur on the third Monday of each month in 2025, with the exception of April due 

to the Easter Monday Bank Holiday.  

 

3. Technical Operations  

3.1 TABASC Highlights 

The TABASC 107 meeting was held on 7 November 2024. 

The following topics were discussed: 

 

DSP: Programme Update 

The DCC returned with a deep dive into the proposed DSP migration and Service User impacts 

across the various stages of migration. The TABASC requested that the DCC return to a future 

TABASC to provide further clarification on the queuing of responses and alerts during User transition, 

migration to the new DNS and the transfer of the Recovery capability to the new DSP.  

 

4G CH&N LSC 1 & ICHIS Update 

The DCC returned to the TABASC with an update on its progress on 4G CH&N LSC 1 & ICHIS. The 

TABASC agreed to support LSC1 approval based on the information provided by DCC. 

 

TABASC Risks 014 and 020 

SECAS presented an overview of TABASC Risks 14 and 20, for the TABASC to consider mitigations. 

TABASC Risk 014 relates to a scenario where ‘No WAN coverage is higher than predicted levels, 

leading to more premises not receiving smart services.’ This could lead to alternative solutions being 

developed to cover the shortfall in the service. The TABASC agreed to revisit Risk 014 once reporting 

from DCC on WAN performance is made available in January 2025. TABASC Risk 020 covers issues 

experienced in the Install and Commissioning process, which renders devices non-operational. For 
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Risk 020, the TABASC requested that the DCC provide a narrative as to the unreliability of the WAN 

status LED to indicate the presence of a viable WAN connection. 

 

FSM: SEC Changes Recap Update on Designs 

The DCC provided an update on FSM Designs & SEC Changes and next steps.  

 

DCO Re-Procurement: Proposed Solution Design/HLA Designs  

The DCC presented SMETS1 DCO Re-procurement Proposed Solution Design/HLA Designs and 

provided information on why this was the preferred option. 

 

Northbound Prioritisation 

The DCC provided a quarterly review on Northbound Prioritisation. The TABASC were pleased to 

note that it is working as intended. 

 

DSP Major Incidents (OPSG Action for TABASC) 

The DCC presented an overview on DSP Major Incidents and minimising Change Related Service 

Outage Time. The TABASC requested the DCC to return with more information. 

 

3.1.1 Supplier Identified Issues 

Failed prepayment vends and SMETS1 UTRN processes 

The DCC confirmed within their Northbound prioritisation update at TABASC 107 that the prioritisation 

process had resulted in a significant reduction of N56 alerts in queues. 

 

CSPN Issues 

4FSK and Future Connectivity Strategy (FCS) updates will come to a future TABASC. 

 

Alternative Technologies 

An update on Virtual WAN (V-WAN) was presented at the November TBDG and will be presented to 

TABASC. DESNZ have instructed DCC to provide a SVTAD for the Virtual WAN solution that DCC 

will provide.  

 

 

 

 

 



 

SECP_135_1712 – SEC Panel Sub-
Committee Report 

 

Page 6 of 15 
 

This document has a 
Classification of 

CLEAR  

 

 3.2  TAG Highlights 

The TAG met twice during the last month to discuss the following topics in addition to the regular testing 

updates: 

 

FSM SVTAD Consultation Conclusions 

The DCC presented an overview of its conclusions and responses to the consultation for the FSM 

SVTAD. The TAG reviewed the conclusions and noted the update without comment. 

 

FSM TAD 

The DCC provided the FSM TAD for review, and the TAG conditionally approved the FSM TAD on the 

provision that there are no changes stemming from the SVTAD. 

 

FSM TCD/CTD 

The DCC provided the FSM TCD and Coverage Traceability Document (CTD) for review. The TAG 

reviewed the documentation and conditionally approved both documents, with formal approval to be 

provided following further review of redlined documentation incorporating feedback from the meeting. 

 

TMG Phase 2 TAD 

The DCC presented an update on the TAD for Phase 2 of the Traffic Management Gateway (TMG), 

noting no comments had been provided against the document version presented for review. The TAG 

approved the TMG Phase 2 TAD. 

 

June 2025 SEC Release TAD 

The DCC presented an overview of the June 2025 SEC Release and associated TAD, which the TAG 

approved without major discussion. 

 

June 2025 SEC Release Phase 1 MP239 Approach to Testing 

The DCC presented an overview of the June 2025 SEC Release Phase 1 approach to testing, which 

encompassed testing of MP239 (‘Enduring Solution for Resolving SMETS2 Device Certificate 

Misalignment Issue’), and the TAG approved the approach to testing. 

 

TAF Update 

The DCC presented an update on the Test Automation Framework (TAF), which the TAG noted. The 

TAG agreed to close an open action on the presentation of an updated TAF Business Case to the 

appropriate forum on the basis that the DCC intended to present the updated Business Case to the 

SEC Panel Chair for their determination on whether SEC Panel should revisit the Full Business Case. 

 

https://smartenergycodecompany.co.uk/modifications/enduring-solution-for-resolving-smets2-device-certificate-misalignment-issue/
https://smartenergycodecompany.co.uk/modifications/enduring-solution-for-resolving-smets2-device-certificate-misalignment-issue/
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DSP Migration Approach 

The DCC presented an update on the Data Service Provider (DSP) re-procurement to the TAG, 

focusing on the impact of the DSP migration to testing and Test Participants. The TAG discussed the 

changes and noted the update. 

 

CH&N UIT-A Testing Issues 

The DCC updated the TAG on Testing Issues (TIs) uncovered in User Integration Testing (UIT) for 

CH&N. The TAG reviewed in detail the TIs raised and agreed with the proposed severity ratings for all 

issues presented. A further update was provided at a second TAG 120X meeting on 29 November 

2024, and the TAG reviewed final TIs which had arisen in the last day of the UIT-A window and 

agreed with the proposed severity ratings for those issues also. 

 

3.3 Operations Group Highlights 

The Operations Group met twice in the last month. The topics covered included the following: 

 

SEC Panel Reports – October 2024 

SECAS reported on the SEC Panel reports for October 2024 to the OPSG. The OPSG endorsed the 

reports and did not raise any comments or questions. 

 

PMR Report – September 2024 

SECAS presented the Performance Measurement Report (PMR) for September 2024. Members 

noted the contents of the report and the DESNZ raised an enquiry around Code Performance 

Measure CPM3a which was below Minimum Service Level in all cohorts, the DCC noted that this 

measure has improved since the report was issued. The OPSG endorsed the contents of the Report. 

 

CSPN Update 

The DCC presented an update on the CSPN service improvement plan. The OPSG highlighted the 

length of time it has taken to get to the current position and raised concerns around CSPN mitigations 

currently being manual as opposed to system automated. The DCC provided an update on the Wide 

Area Network (WAN) audit timeline and the OPSG asked the DCC to consider how it would ensure 

that the audit would include assurance on coverage to the meter point, which could be inside the 

premises. 

 

Business Process Indicator Reporting 

The DCC noted that most SMETS1 performance metrics have remained stable except for Firmware 

where one User’s S1CE20 error code responses continue to impact performance in all cohorts. The 

DCC also highlighted that the volume of Pre-Payment Service Request Variants (SRVs) increased by 

20% in October 2024 due to the cold weather, but the performance had remained stable. 
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2/3G Dual Band Mesh Supply 

The DCC presented a significant drop in the User view of stock during September 2024 from 17.2k to 

10.7k. The DCC highlighted that Communications Service Provider Central and South (CSP C&S) 

stock was very low at 2.09k currently, with 1.6k committed orders up to February 2025. The OPSG 

asked the DCC to review whether single band mesh Communication Hubs (CHs) would be impacted 

if they switched to using them where aerials are required and the DCC confirmed that it would provide 

a view on this. The DCC committed to carrying out bilateral conversations with Users to understand 

their van stock levels to help mitigate the risk.  

 

MP242 – ‘Change to Operational Metrics to Measure on Success’ 

The DCC provided an update on the plan to implement this SEC modification, highlighting the go live 

of June 2025. An OPSG member provided positive feedback on the collaborative work carried out so 

far by the DCC and highlighted that the implementation of this modification was not dependent on 

MP176 'Customer Analytics Reporting'. 

 

FSM 

The DCC provided Members with an update on the FSM, advising that the DCC had received a non-

objection to the Final Business Case from DESNZ on 30 August 2024, acknowledging its position to 

include the OMS optionality for 4G CH forward ordering. The DCC asked the OPSG to provide 

feedback on required templates for Service Requests.  

 

VMO2 Trial Update 

The DCC provided Members with an update on the VM02 Trial, highlighting that during September 

2024 there had been no service disruptions and a successful reversion on 3G sunsetting. 

 

3.4  TCSO Issues Resolution Group 

 
New TCSO Issues Form  

It was noted that new issues should be raised to the TCSO, by completing the New TCSO Issues 

form, and sent to the SECAS email address: SECAS@gemserv.com.  

 

TCSO Consultation Response Update 

DESNZ provided an update on the TCSO Consultation Response, noting that nine responses had 

been received and that the aim was to have both documents uploaded to the SECAS website on 6 

November 2024. 

 

 

 

https://smartenergycodecompany.co.uk/modifications/customer-analytics-reporting/
mailto:SECAS@gemserv.com
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TCSO Orchestration Guidance Document Handover 

DESNZ provided an update on the TCSO Orchestration Guidance Document handover, noting that it 

was almost ready to send out and should be provided by the end of the week.  

 

DCC work on auto retry of 8.12.1 and proposed fixes 

DESNZ noted that the DCC is requesting that Users do not carry out auto retries of 8.12.1 and that 

the DCC is looking at several incremental changes to its systems to try and help Suppliers in the 

situation where the response is 8.12.1 to improve the outcome for Suppliers.  

 

GSME Interactions 

Following discussions on the Gas Smart Meter Equipment (GSME) wake up button press sequence it 

was agreed that the Chair would discuss with the Energy and Utilities Alliance (EUA) the possibility of 

adding GSME Interaction information to the TCSO Orchestration Guidance Document. 

 

Issues Log 

A total of 12 issues were presented and discussed in the meeting which included the below: 

• GSME Interaction 

• DNO AD1 Alerts 

• GSME Battery Door Seals 

• Lack of Diagnostic Information when CH Exchange fails in Live 

• Split Fuel CH Exchange – TOM Commands not sent 

• Energy Supplier Preparedness 

• Split Fuel CH Exchange – GSME does not rejoin 

• Pre CH Exchange-Checks 

• Meter Firmware 

• Split Fuel PPM 

• Supplier Specific Happy Path Reporting 

• ESME Reset 
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4. Security Sub-Committee and SMKI PMA 

 

4.1       SSC Highlights    
 
User Security Assessments  

The SSC considered the findings from nine User Security Assessments and set the assurance and 

compliance status. The SSC reported the outcomes of the User Security Assessments to the SEC 

Panel, noting the instances where non-compliances have been reported and where SSC has 

requested a Remediation Plan to avoid the Panel considering an Event of Default.  

 

DCC Service Provider Assessments 

The SSC considered findings from one DCC CIO Security Assessment and set the assurance status. 

The SSC reported the outcomes of the DCC CIO Security Assessment to the SEC Panel, noting the 

instances where non-compliances have been reported and where SSC has requested a Remediation 

Plan. 

 

DCC CIO Forward Look and Remediations   

The DCC CIO provided the SSC with an update on upcoming DCC CIO Assessments. SECAS also 

provided an update on the status of outstanding remediations, noting the instances where non-

compliances have been persistently delayed.  

 

Benefits of User Security Assessments 

The SSC noted an update on communicating the benefits of User Security Assessments and 

broadening the general understanding of SEC compliance. The SEC Newsletter (published 29 

November) contained reference to this, as did the Security Assessment Webinar which was held on 

that same date. 
 

Network Operator Workshop  

The SSC discussed a letter received from ENOs addressed to the SEC Panel Chair and copied to 

SSC related to security risks and User Security Assessments. 

 

Future CPA Scheme   

The SSC reviewed an update on the Future CPA Scheme, following the appointment of CyTAL as the 

CPA Scheme Operator and the start of Knowledge Transfer from NCSC to CyTAL. The SSC also 

noted progress on the CPA Policies and Procedures document and approved the latest version. The 

SSC also approved the introduction of a CPA Build Standard Certificate to provide visibility to 

Manufacturers, Test Labs, Suppliers and MAPs that the CPA Build Standard is still current, and the 

CPA device Certificate is valid. 

 



 

SECP_135_1712 – SEC Panel Sub-
Committee Report 

 

Page 11 of 15 
 

This document has a 
Classification of 

CLEAR  

 

JICSIMP / SMIRT Update Approval 

The SSC Chair presented the SSC with a Briefing and an update on the updated documentation for 

the Joint Industry Cyber Security Incident Management Plan (JICSIMP) and the Terms of Reference 

for the Smart Metering Incident Response Team (SMIRT) which SSC Approved. These are needed for 

a Security Incident management exercise in December. 

 

PKI-E Update 

The DCC provided an update on the timetable changes for the Public Key Infrastructure – Enduring 

(PKI-E) programme.   

 

Security Incident Preparation 

The SSC Chair presented an update on preparation for the Security Incident Exercise scheduled for 

December 2024, and SSC Members provided feedback. 

 

MP277: Virtual Gateway Connection  

SECAS and the DCC presented an update on MP277. SSC Members raised multiple questions 

regarding the proposed security architecture and the DCC confirmed these will be covered in more 

detail once the Preliminary Impact Assessment (PIA) is finalised and presented to SSC. The SSC 

noted that the Security Controls Framework will need to be updated for the SSC to obtain adequate 

assurance around the security of virtual gateway connections. 

 

MP235: Enhanced Meter Data Access for Other Users  

SECAS presented the SSC with an update on MP235. The Proposer would like Other Users to be 

allowed access to 11 additional SRVs in order to be able to offer improved services and provide 

Consumers with increased options to access granular information about their energy usage. These 

SRV’s were classed as either Consumption Data, Export Data or Mode of Operation Requests. The 

SSC noted that, if the Export Data is consumption data then, to meet the requirements from the 

Information Commissioner’s Office, it should be classed as ‘sensitive’ and therefore should be 

encrypted.  

 

MP274: Future Dating of Service Requests for SMETS1 Devices  

SECAS presented the SSC with an update on MP274 which will include a requirement in Appendix R 

‘Common Test Scenarios Document’ – UEPT Entry Criteria for TPS limits to be set. Existing DCC 

Users would be required to adhere to this and there would be periodic reviews of TPS limits. The SSC 

agreed that more clarification is needed on TPS limits being set and agreed to bring these 

modifications back to a future SSC meeting. 

Q2 Lookback Report 

SECAS presented the SSC with the Q2 Lookback Report. 
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Q4 Work Package 

SECAS presented the SSC with the Q4 work package. The SSC recommended the Work Package for 

SECCo Board approval. 

 

FSM: Risk Assessment – Internet Access to Entra ID  

The DCC provided the SSC with a risk assessment for FSM - Internet Access to Entra ID and the SSC 

provided feedback.  

 

Revised file handling process for ADT, QCA and new CH return 

The DCC updated the SSC on the revised file handling process for ADT, QCA and new CH return and 

the SSC provided feedback. 

 

4G CH&N Remediation Monitoring 

The DCC presented the SSC with updates on 4G CH&N Remediation Monitoring. 

 

DCC Updates   

The SSC noted the following standing updates and reports provided by the DCC for security 

assurance monitoring:   

• Post Commissioning Report   

• Anomaly Detection Report   

 

 

4.2 SSC CPA Issue Resolution Sub-Group (SCIRS)    

 

Future CPA Scheme 

SCIRS Members were provided with an update on the Future CPA Scheme, noting that the new CPA 

Scheme Operator (CyTAL) had been selected. The appointment meets the SEC obligation on the SSC 

in SEC Section G13.1 for the SSC as CPA Scheme Owner to procure a CPA Scheme Operator. The 

CPA Scheme Operator now enters a period of Knowledge Transfer from NCSC, preparation and 

transition before starting to receive new CPA Applications, Assurance Maintenance and Risk Reviews 

– expected to be mid-January 2025. 

 

SCIRS Members also received updates by the new CPA Scheme Operator and NCSC on timelines 

involved in the transition of the CPA Scheme in the coming months. 

 

CPA Build Standard Proposals 

SCIRS Members noted an update on CPA Certification Requirements. CPA Certification requires a 

Device to be compliant with the relevant CPA Security Characteristics (SCs) and to have a current 

CPA Build Standard Validation. The CPA Build Standard will normally be aligned to the first CPA 

Certification of a Device Model or subsequent Risk Review i.e. for 6 years. SCIRS Members noted that 
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the SSC is ‘minded to’ introduce a CPA Build Standard Certificate to clarify the Build Standard expiry 

date and to make this available via the SEC website.  

SSC Guidance on Device Security Assurance and Triage – Use Case 005 

SCIRS Members noted the proposed addition of Use Case 005 to the SSC Guidance on Device 

Security Assurance and Triage, with particular reference to: 

• Unlock Commands – delivered by the DCC rather than by a Triage Tool provided by the 

Manufacturer as per Use Case 004. 

• DCC Specification Document – specifying the 4G CH Triage process and the security 

controls. 

• Tamper Event – Use Case 005 Triage activity can only be done at the Comms Hub Triage 

Facility Provider’s (CHTFP’s) premises.  

• CHTFP Assurance – Security Assurance of the Use Case 005 CH Triage Facility Provider 

(CHTFP) will require annual independent assurance by a DCC Competent Independent 

Organisation (CIO) in the same way that Use Case 004 Triage Facility Providers are 

assessed by the User CIO. 

 

4.3 SMKI PMA    

 

CAD-G Use of SMKI  

The DCC provided an update on the use of Smart Metering Key Infrastructure for Virtual Wide-Area-

Networks (formerly known as CAD-G) and the SMKI PMA provided feedback and requested further 

information from the DCC to be brought to a future meeting. 

 

IKI Certification Practice Statement Vetting Amendment  

The DCC presented an update on the personnel vetting arrangements for the Infrastructure 

Certification Authority (ICA) personnel in SEC Appendix Q – Infrastructure Key Infrastructure (IKI) 

Certificate Policy (CP) and the IKI Certification Practice Statement (CPS) document, and the SMKI 

PMA noted no objections to the DCC proposals.  

 

DCCKI CPS Tokens  

The SMKI PMA noted a DCC update on DCCKI CPS tokens, and the DCC agreed to bring an 

updated DCCKI CPS to the December meeting for SMKI PMA approval. 

 

DCC Browser Policy  

The DCC presented the DCC Browser Policy referenced in SEC Appendices V and AI, and the SMKI 

PMA approved the policy to be published to the DCC website, subject to minor amendments. 

 

Apex Recovery Exercise  

The DCC presented a verbal update on the upcoming Apex Recovery Exercise which the SMKI PMA 

noted. 
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PKI-E Update  

The SMKI PMA noted a DCC update on the Public Key Infrastructure – Enduring (PKI-E) Programme. 

 

Quantum Computing Update  

The SMKI PMA Chair provided an update on the Request for Proposal for the upcoming SSC 

Quantum Computing project. 

 

4.4        Privacy Sub Committee 

The ninth Privacy Sub-Committee (PSC) was held on 21 November 2024 

The PSC was provided with an update on the Data (Use and Access) Bill and the AI in Energy 

Networks Event (Tech UK).  

 

Assessment Review Outcomes 

The PSC noted a presentation on potential outcomes of Assessment reviews by the User IPA. PSC 

noted an overview of current in-flight Remediation Plans and the Forward Look for upcoming Privacy 

Assessments.  

 

AI Risks and Opportunities Report Summary 

PSC was provided with an overview of the AI Risks and Opportunities Report. PSC confirmed 

agreement with the drafting approach having a wider audience. PSC agreed to review the final report 

once issued and provide any comments for discussion at the Ad Hoc December PSC meeting.  

 

Data Governance and Scope of the SEC 

The PSC was provided with an overview of Data Governance and the Scope of the SEC. The PSC 

noted the paper and agreed for SECAS to prepare a paper for SEC panel setting out the 

considerations. 

 

Modifications Update 

The PSC was provided with an update on Privacy related Modifications and provided feedback.  

 

Standing Agenda Items 

The PSC noted an overview of the Forward Look and noted that there would be a short Ad Hoc 

meeting in December (PSC_09x_0512).  

 

Any Other Business 

The PSC was provided with an update on two items of business.  
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5.  SMDA Sub Committee 

There was no SMDA meeting in November 2024. 

 

6. Recommendations 

The Panel is requested to NOTE the contents of this paper. 

Rebecca Sawyer 

SECAS Team 

10 December 2024 

 

Attachments: 

 

• Appendix A: User Security Assessments – Identified Non-Compliances (RED) 

• Appendix B: DCC Security Non-Compliances (RED) 

• Appendix C: Post Commissioning Report (RED) 

 


